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DARPA STAND-
ALONES

SIPRNET JWICS

GWAN

•12 W/S

•TS/SCI
•PL2
•19 Fixed W/S
•1 Portable W/S
•129 Accounts

•Collateral Secret
•24 Fixed W/S
•8 Portable W/S
•44 WYSE 
Terminals
•269 Accounts

COMMON

STAND
ALONES

•Classifications Range 
from Collateral Secret
to TS/SCI

•Windows Environment
•66 Fixed W/S
•32 Portable W/S

Network
A

Network
C

Network
C

•TS/SAP/SCI
•PL1
•Windows Environment
•PT TO PT
•2 Fixed W/S
•2 Accounts

•TS/SAP
•PL2 (SAP Only)
•Windows Environment
•16 Fixed W/S
•32 ACCOUNTS

EXISTING

• TS/SAP
•PL2 (SAP Only)
•Windows Environment 
•26 Fixed W/S
•4 Portable W/S
•40 Accounts

Network
B

• TS/SAP
•PL2 (SAP Only)
•Windows Environment 
•26 Fixed W/S
•4 Portable W/S
•40 Accounts

Network
B

Network

E
•TS/SAP
•PL1
•WEB PORTAL
•1 Program
•START 3RD QTR 05

IN PROGRESS

Network

F
•TS/SAP
•PL2
•START 3RD QTR 05

•TS/SAP/SCI 
•PL4 
•Trusted Solaris
•3 Fixed W/S
•3 Thin clients
•Email Integration

Network
D

•TS/SAP/SCI 
•PL4 
•Trusted Solaris
•3 Fixed W/S
•3 Thin clients
•Email Integration

Network
D
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1.0 Seat Descriptions (DARPA Contract Order) 

Period: Option Year 3, 1 January 2005 – 31 December 2005 
 
2.0 Technology Refreshment Cycle 
 

 
Calendar Year 2005 

Refresh Scheduled 

Quarter 1 (Jan – Mar 05) • N/A 
Quarter 2 (Apr – Jun 05) • N/A  
Quarter 3 (Jul – Sept 05) • Classified (Starts) 

o Fixed Workstation 
o Portable Workstation 

Quarter 4 (Oct – Dec 05) • N/A 
 
 
 
 
 
 

CLIN SEAT DESCRIPTION Qty/Hrs 

0402AA TRANSITION SERVICES IN - 

0402DF CLASSIFIED DATA SEAT FIXED WORKSTATION 25 

0402DG CLASSIFIED DATA SEAT PORTABLE WORKSTATION 26 

0402DH CLASSIFIED DATA SEAT REMOTE WORKSTATION                - 

0402DI CLASSIFIED DATA SEAT HYBRID WORKSTATION 86 

0402DK CLASSIFIED GOVERNMENT PROVIDED DATA SEAT                - 

0402DT WINDOWS BASED TERMINAL (WYSE) THIN CLIENT (with 15 inch monitor) 38 

0402DV CLASSIFIED DATA SEAT HYBRID PORTABLE WORKSTATION 21 

0402DW CLASSIFIED MULTIPLE USER SEAT ACCOUNTS 243 

0402DX JWICS CLASSIFIED MULTIPLE USER ACCOUNTS 98 

0402DY JWICS CLASSIFIED DATA SEAT FIXED WORKSTATION 13 

0402DAA LOCAL PERSONAL PRINTER 18 

0402DBA DEPT PRINTER-B&W 6 

0402DCA DEPT PRINTER-COLOR 16 

0402DDA ENTERPRISE PRINTER-B&W               0 

0402DEA ENTERPRISE PRINTER-COLOR 11 
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3.0 Classified Fixed Workstations 
 
3.1 Relevant Seat Descriptions 
 
 

CLIN SEAT DESCRIPTION 

0402DF CLASSIFIED DATA SEAT FIXED WORKSTATION 

0402DI CLASSIFIED DATA SEAT HYBRID WORKSTATION 
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3.2 Hardware Configuration 
 
 

 
STANDARD CLASSIFIED 

DESKTOP 
Model Number Dell Precision 370  

Processor Speed 
Pentium 4, 2.8 GHz 

w/800MHZ FSB 

Level 2 Cache 1 MB 

Display/Type 17” LCD External Monitor 

Display Resolution 1280x1024 

Default Memory 1024MB 

Maximum Memory 4096MB 

Hard Disk Size 80GB HD 

Diskette 
3.5" 1.44MB, Diskette Drive (standard) 

Optical Device CD-RW/DVD+RW 

Optical Device Speed 16x DVD+R 

Zip Drive 250MB External Zip 

Pointing Device 
Dell Optical Mouse 

Video Chipset 
NVIDIA Quadro 

Video Ram 128MB 

Modem Modem Removed 

Sound 
Soundmax AC97 Integrated Audio 

PC Card Support n/a 

Parallel Port 1 (EPP/ECP) 

USB Port 8 (2 Front, 6 Back) 

Additional Expansion Ports 
8 Universal Serial Bus (USB), RJ-45,  2 External Display, AC, S-Video out, 

Parallel, Serial, Microphone, Headphone/Line out 
Approx. Battery Life n/a 

System Batteries 
n/a 

Network Card 
Broadcom 10/100/1000 

Ethernet 

Keyboard Dell w/ integrated card reader 

Speakers Dell 3 Piece 

Power Supply Standard 110v AC 
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3.3 Software Configuration 
 

Category 

APPLICATION: DSN (SIPRNET) AND 
DJN (JWICS) 

 

APPLICATION: DSCI (Stand Alone) 

Operating System: Windows XP SP2 Windows XP SP2 

Word Processing: Microsoft Word 2003 Microsoft Word 2003 

Spreadsheet: Microsoft Excel 2003 Microsoft Excel 2003 

Presentation: Microsoft PowerPoint 2003(XP) Microsoft PowerPoint 2003 

Database: N/A N/A 

E-mail: Microsoft Outlook 2003 (XP) Not Installed 

E-mail Classification Banner: Classify.EXE for Outlook Not Installed 

HTML Editor: Not Installed Not Installed 
Web Browser 1: Microsoft Internet Explorer v. 6 Microsoft Internet Explorer v. 6 

Web Browser 2: Netscape v. 7.2 Netscape Not Installed 

FTP: Not Installed Not Installed 
Forms: Informed 3.5.3 Informed 3.5.3 (Local Templates Only) 

PDF Reader: Acrobat Reader 7.0.1 Acrobat Reader 7.0.1 

AntiVirus: Norton AV 9.0.3 Norton AV 9.0.3 (Unmanaged/Unlocked) 

Viewer/Converter: QuickView 6  QuickView 6  

Decompression Only: N/A N/A 

Compression: WinZip 9 WinZip 9 

Backup: Disabled Disabled 

Dial-In: Disabled Disabled 

RealPlayer: N/A Not Installed 
Video Player: Windows Media Player v 10 Windows Media Player v 10 

Sound Player Windows Media Player v 10 Windows Media Player v 10 

JPEG Viewer: Requirement filled By QuickView Requirement filled By QuickView 

DVD Software: 
PowerDVD 5 - Desktops 
WinDVD 5 - Portables 

PowerDVD 5 - Desktops 
WinDVD 5 - Portables 

VPN Software: Disable None 

Personal Firewall: None None 
Background Color: Red Yellow (Default) 

Background Color Executables: 
DSN -Red - Collateral S 
DJN – Yellow – TS/SCI/TK 

Yellow - SCI 
Purple - SAP 
Orange - Collateral TS 
Red - Collateral S 
Blue - Confidential 
Green - Unclassified 

File Wipe Utility: Comsec Eraser Comsec Eraser 

System Diagnostic Utilities: Not Installed Not Installed 

Wireless Sensing Senforce Mobile Security Client 2.5  Senforce Mobile Security Client 2.5  

Hard Drive Encryption 
PC Guardian Encryption Plus Hard Disk 7.1 
(*Portable only) 

PC Guardian Encryption Plus Hard Disk 7.1 
(*Portable only) 

Authentication 
UPEK Embedded Fingerprint Reader 
(*Portable only) 

UPEK Embedded Fingerprint Reader 
(*Portable only) 
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4.0 Classified Wyse Terminals (Thin Clients) 
 
4.1 Relevant Seat Descriptions 
 

CLIN SEAT DESCRIPTION 

0402DT WINDOWS BASED TERMINAL (WYSE) THIN CLIENT (with 15 inch monitor) 

 
4.2 Hardware Configuration 
 

 
 STANDARD THIN CLIENT 
Model Number Wyse WinTerm 9150SE  

 

Processor Speed AMD GeodeGX 

Input/Output/Peripheral 
Support 

• Two (2) serial ports 
• One (1) parallel port 
• Four (4) USB 2.0 ports 
• Keyboard: PS/2 with Windows Keys (104 keys) 
• Mouse: PS/2 Mouse included 
• VGA-Type video input (DB-15_ 

Networking • 10/100 Base-T Fast Ethernet, twisted pair (RJ-45) 

Display Support 
• VESA monitor support, with Display Data Control (DDC) for automatic setting 

of resolution 

Display Type • 17” LCD Monitor 

Audio 
• Output: 1/8-inch mini, full 16-bit stereo, 48 KHz sample rate 
• Input: 1/8-inch 8-bit mini microphone (Disabled) 

Physical Characteristics:  

• Height: 8.27 inches 
• Width: 2.25 inches 
• Depth: 6.30 inches 
• Shipping Weight: 7 lbs 
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5.0 Classified Portable Workstations 
 
5.1 Relevant Seat Descriptions 
 

CLIN SEAT DESCRIPTION 

0402DG CLASSIFIED DATA SEAT PORTABLE WORKSTATION 

0402DV CLASSIFIED DATA SEAT HYBRID PORTABLE WORKSTATION 
 
5.2 Hardware Configuration 
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5.3 Software Configuration 

 STANDARD CLASSIFIED PORTABLE 
Model Number IBM ThinkPad T-42p 

 

Processor Speed 
Pentium 4, 1.8 GHz 

w/400MHZ FSB 

Level 2 Cache 2 MB 

Display/Type 15" SXGA+  Color Display 

Display Resolution 1600x1200 

Default Memory 1024MB 

Maximum Memory 2048MB 

Hard Disk Size 80GB HS 

Diskette 
3.5" 1.44MB, Removable Diskette Drive (standard) 

Optical Device CD-RW/DVD-RW 

Optical Device Speed 8X/8X/24X/8X/2x Max 

Zip Drive 250MB External Zip Drive 

Pointing Device 
UltraNav Pointing Device (both Touch Pad & Track Point) 

Video Chipset 
ATI Mobility FireGL T2 Graphics Chipset 

Video Ram 128MB 

Modem Modem Removed 

Sound 
ICH AC97 (Soft Audio) SoundBlaster Pro Compatible 

PC Card Support 2 Type I, 2 Type II, or 1 Type III 

Parallel Port 1 (EPP/ECP) 

USB Port 2 (USB) 

Additional Expansion Ports 

2 Universal Serial Bus (USB), RJ-11, Line in, Infrared, Expansion bus (for dock 
or port replicator), RJ-45, External Display, AC adapter, S-Video out, Parallel, 

Microphone, Headphone/Line out 
Approx. Battery Life 3.0 Hours 

System Batteries 
2 Extended Batteries 

Approx. Weight 4.9lbs 

Network Card 
Intel 10/100/1000 Internal Ethernet 

Keyboard 87 Key Keyboard 

Speakers Built-In 

IBM Port Replicator IBM ThinkPad Port Replicator 

Power Supply 
ThinkPad 72W AC Adapter 

Quantity - 2 
Biometrics 
 Integrated FingerPrint Reader 
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Category 

APPLICATION: DSN (SIPRNET) AND 
DJN (JWICS) 

 

APPLICATION: DSCI (Stand Alone) 

Operating System: Windows XP SP2 Windows XP SP2 

Word Processing: Microsoft Word 2003 Microsoft Word 2003 

Spreadsheet: Microsoft Excel 2003 Microsoft Excel 2003 

Presentation: Microsoft PowerPoint 2003(XP) Microsoft PowerPoint 2003 

Database: N/A N/A 

E-mail: Microsoft Outlook 2003 (XP) Not Installed 

E-mail Classification Banner: Classify.EXE for Outlook Not Installed 

HTML Editor: Not Installed Not Installed 
Web Browser 1: Microsoft Internet Explorer v. 6 Microsoft Internet Explorer v. 6 

Web Browser 2: Netscape v. 7.2 Netscape Not Installed 

FTP: Not Installed Not Installed 
Forms: Informed 3.5.3 Informed 3.5.3 (Local Templates Only) 

PDF Reader: Acrobat Reader 7.0.1 Acrobat Reader 7.0.1 

AntiVirus: Norton AV 9.0.3 Norton AV 9.0.3 (Unmanaged/Unlocked) 

Viewer/Converter: QuickView 6  QuickView 6  

Decompression Only: N/A N/A 

Compression: WinZip 9 WinZip 9 

Backup: Disabled Disabled 

Dial-In: Disabled Disabled 

RealPlayer: N/A Not Installed 
Video Player: Windows Media Player v 10 Windows Media Player v 10 

Sound Player Windows Media Player v 10 Windows Media Player v 10 

JPEG Viewer: Requirement filled By QuickView Requirement filled By QuickView 

DVD Software: 
PowerDVD 5 - Desktops 
WinDVD 5 - Portables 

PowerDVD 5 - Desktops 
WinDVD 5 - Portables 

VPN Software: Disable None 

Personal Firewall: None None 
Background Color: Red Yellow (Default) 

Background Color Executables: 
DSN -Red - Collateral S 
DJN – Yellow – TS/SCI/TK 

Yellow - SCI 
Purple - SAP 
Orange - Collateral TS 
Red - Collateral S 
Blue - Confidential 
Green - Unclassified 

File Wipe Utility: Comsec Eraser Comsec Eraser 

System Diagnostic Utilities: Not Installed Not Installed 

Wireless Sensing Senforce Mobile Security Client 2.5  Senforce Mobile Security Client 2.5  

Hard Drive Encryption 
PC Guardian Encryption Plus Hard Disk 7.1 
(*Portable only) 

PC Guardian Encryption Plus Hard Disk 7.1 
(*Portable only) 

Authentication 
UPEK Embedded Fingerprint Reader 
(*Portable only) 

UPEK Embedded Fingerprint Reader 
(*Portable only) 
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6.0 Printer Seats 
  
6.1 Relevant Seat Descriptions 
 

CLIN SEAT DESCRIPTION 

0402DAA LOCAL PERSONAL PRINTER 

0402DBA DEPT PRINTER-B&W 

0402DCA DEPT PRINTER-COLOR 

0402DDA ENTERPRISE PRINTER-B&W 

0402DEA ENTERPRISE PRINTER-COLOR 
 
6.2 Hardware Configuration 
 

SEAT CLASSIFICATION PRINTER MODEL 
 

HIGHLIGHTS 

Enterprise Color HP LaserJet 9500DN • 24ppm (pages per minute) Print Speed 
• First Page Out in 17.5 seconds 
• 500MHz Processor 
• ImageREt 4800 Print Quality 
• 1100 Sheet Capacity  
• 600 Sheet Output Capacity 
• 512MB RAM 
• Integrated Duplexer 
• Network Jet Direct Card 
• 27w x 30d x 35h (without left bin/all trays closed) 
• 221 Lbs 

Enterprise B&W HP LaserJet 9050DN • 50ppm (pages per minute) Print Speed 
• First Page Out in 8 seconds 
• 533MHz Processor 
• 600x600dpi Print Quality 
• HP FastRes 1200, Resolution Enhancement technology (REt)  
• Sheet Capacity: 1100 std., 1300 max. 
• Sheet Output Capacity: 600 std., 3600 max. 
• 256MB RAM 
• Integrated Duplexer 
• Network Jet Direct Card 
• 55w x 42.7d x 23.6h  
• 168 Lbs  

Departmental Color HP LaserJet 4650DTN • 22ppm (pages per minute) Print Speed 
• First Page Out in 15 seconds 
• 533MHz Processor 
• 600x600dpi Print Quality 
• HP FastRes 3600, Resolution Enhancement technology (REt)  
• Sheet Capacity: 1100 std., 1600 max. 
• 250 Sheet Output Capacity 
• 512MB RAM 
• Integrated Duplexer 
• Network Jet Direct Card 
• 18.9w x 20d x 27.3h  
• 97 Lbs 

Departmental B&W HP LaserJet4350DTN • 55ppm (pages per minute) Print Speed 
• First Page Out in 8 seconds 
• 460MHz Processor 
• 1200x1200dpi Print Quality 
• HP FastRes 1200, Resolution Enhancement technology (REt)  
• Sheet Capacity: 1100 std., 3100 max. 
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• Sheet Output Capacity: 300 std., 800 max. 
• 256MB RAM 
• Integrated Duplexer 
• Network Jet Direct Card 
• 16.5w x 21d x 19.6h  
• 65.5 Lbs 

Local Personal Color HP LaserJet 6122 • Print Speed:  
o Draft quality mode – 20ppm (B&W), 13ppm (Color) 
o Normal mode – 5ppm (B&W), 0.9 (Color 
o Best quality mode – 1.5ppm (B&W), 1.2ppm (Color) 

• 600x600dpi Print Quality 
• PhotoREt III 
• Sheet Capacity: 150 std., 400 max. 
• 50 Sheet Output Capacity 
• 17.9w x 17.3d x 7.3h  
• 14.8 Lbs 

Local Personal B&W HP LaserJet 1320 • 22ppm (pages per minute) Print Speed 
• First Page Out in 8.5 seconds 
• 133MHz Processor 
• 1200x1200dpi Print Quality 
• HP FastRes 1200, Resolution Enhancement technology (REt)  
• Sheet Capacity: 250 std., 500 max. 
• 125 Sheet Output Capacity 
• 13.78w x 13.98d x 10.03h  
• 24.7 Lbs 
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7.0 Notional example of DARPA’s Classified environment 
 
 
7.1 Notional Example 
 
DARPA STAND-

ALONES

SIPRNET JWICS

GWAN

•12 W/S

•TS/SCI
•PL2
•19 Fixed W/S
•1 Portable W/S
•129 Accounts

•Collateral Secret
•24 Fixed W/S
•8 Portable W/S
•44 WYSE 
Terminals
•269 Accounts

COMMON

STAND
ALONES

•Classifications Range 
from Collateral Secret
to TS/SCI

•Windows Environment
•66 Fixed W/S
•32 Portable W/S

Network
A

Network
C

Network
C

•TS/SAP/SCI
•PL1
•Windows Environment
•PT TO PT
•2 Fixed W/S
•2 Accounts

•TS/SAP
•PL2 (SAP Only)
•Windows Environment
•16 Fixed W/S
•32 ACCOUNTS

EXISTING

• TS/SAP
•PL2 (SAP Only)
•Windows Environment 
•26 Fixed W/S
•4 Portable W/S
•40 Accounts

Network
B

• TS/SAP
•PL2 (SAP Only)
•Windows Environment 
•26 Fixed W/S
•4 Portable W/S
•40 Accounts

Network
B

Network

E
•TS/SAP
•PL1
•WEB PORTAL
•1 Program
•START 3RD QTR 05

IN PROGRESS

Network

F
•TS/SAP
•PL2
•START 3RD QTR 05

•TS/SAP/SCI 
•PL4 
•Trusted Solaris
•3 Fixed W/S
•3 Thin clients
•Email Integration

Network
D

•TS/SAP/SCI 
•PL4 
•Trusted Solaris
•3 Fixed W/S
•3 Thin clients
•Email Integration

Network
D
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7.2 DARPA Secret Network 
 
 
 
 

Core Switch

123456

789101112

A
B

12x

6x

8x

2x

9x

3x

10x

4x

11x

5x

7x

1x

Et
he

rn
et

A

12x

6x

8x

2x

9x

3x

10x

4x

11x

5x

7x

1x
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COL-
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STA-

1 2 3 4 5 6 7 8 9101112
HS1 HS2 OK1 OK2 PS

CONSOLE

8 port switch 
for Web Servers

Load BatteryLine
On On 

Battery
Smart
Boost

Replace
Battery

Test

Dell 2560 Server
PDC / DNS

Global Catalog

Load BatteryLine
On On 

Battery
Smart
Boost

Replace
Battery

Test

Dell 2560 Server
Terminal Server / 
Application Server

Load BatteryLine
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Battery
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Boost

Replace
Battery

Test

Dell 2560 Server
E2K / DHCP
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Print Server

Load BatteryLine
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Battery
Smart
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Replace
Battery

Test Web Server

SIPRNet

A B C D E F G H
SELEC TED
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d
F

Load BatteryLine
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Battery
Smart
Boost

Replace
Battery

Test Web Server

Load BatteryLine
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Battery
Smart
Boost

Replace
Battery

Test

Dell 2650 Server
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Auto tape
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PACKARD Fiber Switch
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4 M
B / S
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Battery
Smart
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Dell 2550 Server
Second DC / Backup
Server / DNS / NAV 

NetBEUI Connection
CSU/DSU

Load BatteryLine
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Battery
Smart
Boost
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Battery

Test

Dell 2560 Server
Exchange 5.5

 DMS Mail Server

Firewall

 External Intrusion
Detection System

Sun

Sun

INTERNAL SYSLOG
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7.3 DARPA JWICS Network (DJN) 
 
 
 

T1
 x

 2

JWICS WAN

A B C D E F G H
SE LEC T E D

ON - L IN E

Encrypt/Decrypt 
KG-75A Fastlane

C IS C O SY S T E M S

Router Cisco

S D

Workstations

= Fiber
= 100 Mb copper

= 1.54Mb (T1)
= Encrypted

Monitor

Sniffer Server
m o nit oring/an aly sis

Windows DC1, DNS

Sniffer Server
m on ito ring /an alysis

Windows DC2, DNS, Print Svr, Home Dirs

Sniffer Server
m on ito ring /an alysis

Mail Server

Sniffer Server
m on ito ring /an alysis

F ile Server

Hub

C O L-
AC T -
ST A-

1 2 3 4 5 6 7 8 9 101 11 2
HS 1 H S 2 O K 1 O K 2 P S

C O N S O LE
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S niffer S erver
m oni to ring /a nalys is

IDS
S niffer S erver

m oni to ring /a nalys is

IDS

ATM Switch

CSU/DSU, ATM Switch

DARPA JWICS Network (DJN)
Network DiagramServers

Demarcation 
Line

A B C D E F G H
SELECTE D

ON-LIN E

Encrypt /Decrypt 
KG- Taclane

VTCWkstn


